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Introduction

TC PLUS is an interactive customer activities transactional system utilizing
advanced technologies to provide automated functionalities and increased flexibility
to enable TC PLUS customer’s access to information they need to conduct their
business.

1. The External Security Administrator (ESA) is a role which allows the
person(s) assigned to manage their companies TC PLUS security information
for all valid users

2. All TC PLUS customers must assign this function to at least one login ID

After submitting the initial access request form, the ESA will receive a login ID and
a company default password from the TransCanada Internal Security Administrator
(ISA)

1. To log in, go to www.tcplus.com

Qb TransCanada
in business to deliver

TC PLUS Customer Login
Usemname: |

Password:
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http://www.tcplus.com/
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Logging in to TC PLUS

2. After the initial login, and every login after a password reset, the system will
prompt the user to change their password:

PASSWORD CHANGE REQUEST

Please change your current password before proceeding

Old Password *
New Password *

Confirm New Password *

Clear Form Change Password

Password Rules:

Minimum 6 characters
Mustinclude an Uppercase letter, a Lowercase letter and a Mumber
May include a special Character (i,e,| # %)

a. Notice the Password Rules:
i.  Minimum of six characters
ii. Uppercase/lowercase combination required
iii.  Special characters are optional
iv.  Cannot be a previous password

3. After changing the default password, users should “Continue” into TC PLUS:

jdoe2 your new password has been set.
Use this new password the next time you log into your account.
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Home Screen

1. The ESA will manage users under the Administrator tab menu items:

HNominations
Flowing Gas
Invoicing
Capacity Release
Contracts
Locations

Entities

Agencies

Administrator

Notices

2. “Create/Maintain External User (ICSA)” is where:
a. Users are created
b. User credentials can be maintained:
i. User Name (Cannot be changed once user is created)
ii. First Name
iii. Last Name
iv. Email Address
v. Phone Number
vi. Users can be inactivated/reactivated
3. “User Management” is where:
a. User roles, which allow for certain access to specific parts of TC PLUS,
are maintained:
i. Read Only—all users must be given this role, automatically
enabled when any update role is assigned
ii. Contract Analyst
iii. Scheduler
iv. Contract Execution
v. Operator
vi. Security Admin
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Create/Maintain External User (ICSA)

Create/Maintain External User (ICSA), accessible from a menu item in TC PLUS, is
where new users are created and their names, email addresses, and phone
numbers, are maintained. A user must first be created in ICSA (Integrated
Customer Security Administration) before it can be maintained in User

Management.

1. To get to TC PLUS User Administration (shown below), users will click on the
menu item “Create/Maintain External User (ICSA)” (shown below):

B&B Company ( B&B )
Duns Number ( 223000332 )

Nominations
Howing Gas

Invoicing Contacts - (1) - Active Users

Contacts Report

Capadty Release

Contracts

Locations

Entities

Agendes

Administrator

Default Enterprise Password &
rTr—

TCPLUS User Administration
o Tkemepage

User Details

Suggested format: first initial, last name Administrator  []

*First Name l:l
*Email Addressl:l
*Phone Numherl:l

The max. length is 15 characters long

Save | | Create User
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4. The new screen will open in a new tab with the user’s entity as the “tab title”
a. e.g. B&B Company
5. Notice the “TC PLUS Home Page” link (circled below) that will take you back
to the home screen
a. Users may also open menu items in a new window
b. Right click on the menu item and choose “Open in New Window”

Open

Open in new tab
Open in new window
Save target as...

Print target

Copy shortcut

LUL el () E-mail with Windows Live
a Translate with Bing

Locations All Accelerators 4

Entities Add to favorites...

Append Link Target to Existing PDF
Append to Existing PDF

Convert Link Target to Adobe PDF
Convert to Adobe PDF

Send to OneNote

Properties

Irrecicing ) x |
e ey T T (~ s ;
Capacity Release Fie [dt View Facerdes Took Help |
s [ Grean Lok User Munege.. [ Grest Likes Vs Mamage.. [T it acure-wath-appiteus.. [ Witp--smure-ustiapp tou... ) Stories - Vesnmsl Studic Tes. L
Contraces
A
Ao e TCPLUS User Administration

B&B Company { B&B |
Duns Number | 223000332 )

Contacts - (1) - Actlve Users User Details

*Usir Warme @  Enabled I~
Suggested farmat: first initial, last name Adminlstrator
*First Natme

"Lant Nama

“Email Addresa
“Phone Nuniber’

The max. ngeh is 15 charsctors lnag

Savn Craate Usar
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Create A User

1. To set up a new user:
a. Enter the required (*) information under User Details

b. Suggested user name format is first initial last name
i. e.g. abryantl(Andrews Bryant)
ii. User names are not case sensitive
iii. If a user name is already taken, an error will appear after saving
2. The phone number field will allow characters
a. e.g. (000)-000-000
3. Click “Save” (not Create User) and the user will appear under the Contacts
listing as an Active User

B&B Company ( B&B )
Duns Number ( 223000332 )

I ‘bjackson’ Saved Successfully (at 12-02-2018 3:15:35 PM MT) I

Contacts - (2) - All Users User Details

Contacts Report *User Name o Enabled |
Show All Users / Show Active Users
MName Admin Active *First Name Administrator ]

| 3ackson, Bill |

*Last Name
Doe, Jane ¥ & Jackson | Reset Password |

“Email Address bjackson@bb.cc
*Phone Number| (555) 555-5555

‘ Save ' Create User

Default Enterprise Password @
+Bab1234

a. The new user’s information will still populate under User Details
i.  The ESA should click “Create User” to clear the fields to create

a new user

b. To add user roles (nominations, contracts, etc.), go to TC PLUS, User
Management by clicking on “User Management” under the
Administrator tab

c. All new users’ passwords will default to the “Default Enterprise
Password”

d. This is also the password that is used when resetting an existing users
password
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e. The ESA may change the “Default Enterprise” password at their
discretion:

i. Enter a new password (within the password rules)
ii. Choose “Save” under User Details

Maintaining/ Inactivating existing users:

1. A user’s First Name, Last Name, Email Address and Phone Number may be
updated in the User Details Screen.

B&B Company ( B&B | -~
Duns Number | 223000332 )

Contacts - (3) - All Users User Details

“Uer Name  jdoa @ Enabled #

First Nome | jang Admimistrator

LastHame  [Doe

Reset Password |
Emall Address goudgiec co

Phane Nusmber (555 5555555

Save Create User

Default Enterprise Password &
“reungl2 ]

() Transcanada

a. Click on the user that is to be changed from Contacts — All Users
b. The user information will populate under User Details
c. Make any necessary user information changes and click “Save”
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2. To inactivate a user, uncheck the Enabled box and click “Save”
a. Select Yes, in the screen box that says, “Are you sure?”
b. The user status will be updated to “Inactive” after the system job runs
and the status change will be viewable in TC PLUS
i.  When a user logon is made inactive, the system will

automatically remove all associated role assignments

TCPLUS User Administration

B&B Company [ B&E )
Duns Number { 223000332 )

Contacts - {3) - All Users

Lontacts Repod

o] Adeieeer |

|dackson Rasot Password |

"Email Address |biackson@ibb co

“Phome Mismire (545) b55.6555

| save | Create User |

Default Enterprise Password &
“¥eungld |

G’)) TransCanada

S
BEB Company [ BRE |
Duns Number { 223000332 }

Contacts - (3) - All Users.

Are you sure?

This will disable bjackson,

D you wish te continue?
Yes No
Default Enterprise Password &
Young 12
€9 wanscanace
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1. To reactivate a user:
a. Click on the user that is to be reactivated
b. Recheck the Enabled box and click “Save”
c. The user status will be updated to “Active” after the system job runs
and the status change will be viewable in TC PLUS
i. New roles must be associated with the reactivated user logon in
TC PLUS

TCPLUS User Administration

B&B Company ( B&B )
Duns Number { 223000332 )

bjackson’ Saved Succosshilly (a1 12.02-2018 327 50 PM MT)

Contacts - (3) - All Users User Details
Contact: Bagust “Uner Nams  [biacksen o @
sibsow AR Users [ Show Acthva Lsen = i

B S et *FirstNome  [Bal Adminsirator

ncharam, B | . . .' -
LostHame  [Jackaon Resat Password |
==’ i

Emall Addiess [baackaongbb cc

*Phone Humber|(555) 555.5555

'l- save | | creatausar
Default Entarprise Password €
e
N 2
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Reset a Password

1. To reset an existing user’s password, click “Reset Password”.
a. The Password will be changed to the “Enterprise Default Password”.

B&B Company ( B&B |
Duns Number | 223000332 )

Contacts - {3) - All Users

Default Enterprise Password &
i .1l

() Transcanada

User Dstails

“Use Nams rmillart
“Fiest Namie | Richard
‘LastHameé  [Miler

“Emal) Address | iln@bb.cc

*Phone Number((555) 555.5555

| Save | Create User

@ Enabled =l

Adminisirstor [

Succasahuly resal

Reset Password |
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Maintain User Credentials

1. A user’s First Name, Last Name, Email Address

updated in the User Details Screen.
a. All edits must be saved.

and Phone Number may be

B&B Company ( B&B |
Duns Number | 223000332 )

Contacts - {3) - All Users

Default Enterprise Password &
i .1l

() Transcanada

User Dstails

“User Name  jdosd

@ Enabled =l

Fiest Nome | janp

Last Hame  [Dpe
Emall Address [doud e co

Phane Nusmber (555 5555555

Administrator 5

| Save | Create User

Reset Password |
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Adding/Removing Roles for a User Logon

Once a new user is created or the associated credentials are modified on an existing
user, after 15 minutes (and the system job runs), the new user or any changes will
appear in the TC PLUS User Management Screen.

The External Security Administrator must log into TC PLUS to add roles to a new
logon user in the Administrator/User Management Screen. Note: A user will not

be able to successfully log into TC PLUS until user roles are associated to
their user logon.

Administrator

User Management

Create/Maintain Borernal
User (ICSA)

1. Click on the menu item “User Management”
2. From the User Management screen, ESA’s will see all users for their entity
3. Users are searchable by:

a. Last Name

b. First Name

c. User Name

d. Roles

e. Status

| USER MANAGEMENT =

®

Last Name First Name User Hame Entity Name Duns Pipalings Roles Stanss

. nity Haenz s Stalus Em: none Auctone
Do Jane jine2 EAB Company | 223000332 | Aetwe Joseleece | (5655555585,
Jackszn s backaon BA0 Company | 223000332 | mactve | Blackeendibn cc | (555 545-5555, lL-m/

Waber Fiehard Imaert BB Company | 223000332 | Aewve mmigence | (555) 5555555, | Eon S i

f. Remember that users are not created here, but are created in ICSA
4. To edit a user’s roles, choose “Edit” under the “Actions” column
5. External users may have the following roles:
a. Read only — all users must be given this role, will default when given
any other update role first
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b. Contract Analyst
c. Scheduler

d. Contract Execution
e. Operator

f. Security Admin

Reeturn to View Users | EDIT USER Riv-sel Cancel | m

Last Name First Name User Mare Entity Mamse Dums Phone Wumber  Email Status
Jackssn ea Drdckstn BEG Company 223000552 (5651 55555555 blackson@ibb.cc  Ackve
Usar Roles North Baja o™ Graat Lakes /m/

Exteinal Contract Analyst i

Fxtemal Contract Fuscution
External Operator
Extermal ReadOnly

Extermal Schoduler

External Security Admin

6. Only pipelines that the entity is associated with are enabled for changes
a. e.g. North Baja, GTN and Tuscarora are greyed out, thus indicating
that this users’ entity does not have access to these pipelines
7. To make changes:
a. Check the appropriate boxes next to the roles that are to be added
i. e.g. Bill Jackson is being given only “Read Only”, “Contract
Analyst” and “Contract Execution” roles
8. Click the “Submit” button

Return to View Users | EDIT USER Re-set Cancet |
Last Name First Name User Hame Enlity Name Dums Phose Kumber  Email Statas
Jackssn L] Dackson BAH Company 223000332 [555) $85-8885, 1, placksong@bb e Acve

User Rales Morth Baja G Great Lakes Tuscarera
External Contract Anatyst &
Faxternad Contract Fxscution =il

External Operator
Fxtemal ReadOnly =

Extetnal Scheduler

Fxtemal Sacurity Admin

9. After changes are submitted successfully, the screen displays a success
message and will default back to the View User.

o/ USERBJACKSON SUCCESSFULLY UPDATED. X

Last Name First Name User Nama Fnticy Nams Dums Phoss Mumber  Email Stanss
Jacksn b Bgackion BAB Company 223000332 [555) 9559455, 01 Dlackson@E@OD.CC  Acve

User Roles Morth Baja GTN Great Lakes Tuscarera
Catermad Contract Analyst ¥
Extermal Contract Execution o
Cxtermal Opurator
Extermal HeadOnly +

Exsernad Schedube

Extermat Security Admim

- Q» TransCanada
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Add a New ESA

1. ESA’s cannot edit their own information
2. To add an ESA:
a. Changes must be made in both User Management and ICSA
b. The current ESA will need to first follow the instructions in ICSA
c. Select the Administrator button in ICSA
d. “Edit” the new ESA user in TC PLUS
e. Choose “Security Admin” as a user role and click “Submit”
f. Entities may have an unlimited amount of ESA’s

B&B Company ( B&B |
Duns Number | 223000332 )

Contacts - (3) - All Users User Details
“User Name  bjackson @© Enabled =]

“Fiest Narrie [

“LastNome  [lackaon |__Reset Password |
“Eamall Address [biacksongbl oo
*Phone Number||555) 5555555
| save | | createuser |
Default Enterprise Password &
A¥oungiz ]
q’b TransCanada
AR L
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Logging Out

1. To log out:

a. Click on the arrow next to your name and company and select

“Logout”

REAT LAKES GAS TRANSMIZSION LIMITED PARTNERSHIP

Capacity Release

Contracrs

Informational Postings

Testing

RICHARD MILLER e CEMZEIPM LT
LB COMPANY APR 24, 2018
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